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Introduction

File encryption is increasingly considered as a robust means of protecting sensitive and/or confidential
documents whether or not they are to be shared. This document provides guidance on installing and
using two University approved encryption tools for use on Windows and MacOs computers: 7-zip
and Keka. Linux users can use the File Roller application (with p7zip-full installed) or try one of
the 7-zip ports available on the 7-zip website.

The maximum file size for encryption is 16 Exabytes (EB), almost limitless for most purposes. There
should be no geographical restrictions on downloading the software.

When sharing documents, do not give out the encryption password using the same email
account from which you are sending the encrypted file. For security either phone the recipient
with the password or send an SMS to a trusted mobile number.

Once afile is shared, the recipient must have the same encryption software to be able to view, amend
and re-encrypt the file.

The Brookes IT Service Desk will be happy to assist with installation and use of these encryption tools
however it is important to note that they will not be able to restore access to files should you forget
the password.

Windows - Installing 7-zip

1. You will need local administrator privileges to proceed with installation on a Brookes supplied
device, if you do not have local admin access please contact the Brookes IT Service desk at:
https://service.brookes.ac.uk/brookes . Goto: IT Services Requests > Software Ordering > IT
Services Software Request > Software Requests (and tick the 'software not in list' checkbox)
alternatively call on ext. 3311.

If you are installing onto your own private machine, follow from step 2.

2. Go to http://www.7-zip.org/download.html

3. Select the appropriate version for the laptop or computer you are using, most modern Windows
devices are 64-bit.

To check which version you require go to Control Panel > System > System type.

Download 7-Zip 16.04 (2016-10-04) for Windows:

Link Type Windows Description
Download .exe 32-bit x86 7-Zip for 32-bit Windows
Download .exe 64-bit x64 7-Zip for 64-bit Windows x64 (Intel 64 or AMDG4)
Download 7z %86 [ x64 7-Zip Extra: standalone console version, 7z DLL, Plugin for Far Manager
Download s Any 7-Zip Source code
Download Iz Any / x86 / x64 LZMA SDK: (C, C++, C#, Java)
Download .msi 32-bit x86 (altemative MSI installer) 7-Zip for 32-bit Windows
Download .msi 64-bit x64 {altemative MSI installer) 7-Zip for e4-bit Windows x64 (Intel 64 or AMDG4)

4, Open the downloaded .exe file and follow the instructions.


https://service.brookes.ac.uk/brookes
http://www.7-zip.org/download.html

Windows - Using 7-zip to encrypt afile or files

1. To select a file to encrypt, use ‘My Computer’ or ‘Windows Explorer’ to bring up the folder / file and
select by clicking the required file/folder:

MName Date modified Type Size
[E] A Confidential File 24/02/201709:59  Microsoft Word D... 0KB|
EI_] Another Confidential File 2400272017 09:59 Microsoft Word D 0 KB|

2. Right-click on the selected files and choose “7-zip” > “Add to archive”:
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Choose a name for the encrypted file and select the following recommended options:

Archive format = 7z

e Password that meets OBU requirements (min. 8 characters, mixture of upper and lower case
characters, numbers and special characters)

o Encryption method = AES-256 and Encrypt filenames = Enabled

Add to Archive
Rt H:A\Information Security\Confidential Data'
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IAn:hiue format: [72 - M Update mode: Add and replace files -
Compression level: Nomal - Path mode:
[] Create SFX archive
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Word size: [7] Delete files after compression
Solid Block size: 2GB -
Encryption
MNumber of CPL threads: /4 Enter password:
Memory usage for Compressing: 592 MB
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Memory usage for Decompressing 18 MB
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Click “OK” and an encrypted 7-zip archive file should appear in the same folder as your original files



MacOS - Installing Keka

You will need local administrator privileges to proceed with installation on a Brookes supplied device, if
you do not have local admin access please contact the Brookes IT Service desk at
https://service.brookes.ac.uk/brookes . Or call on ext. 3311.

Go to http://www.kekaosx.com/en/
Click “Download Keka x.x.x" and follow instructions:

Download Keka 1.0.8 (19.2 MB)

Requires Mac Or newer
MD5S: 358ab071824 8434d48598eb14

. Beta: Keka 1.1.0-b2-r1862 (13.5 MB) MDS

fves+483

W Follow @kekaosx



https://service.brookes.ac.uk/brookes
http://www.kekaosx.com/en/

MacOS - Using Keka to encrypt afile or files

Open Keka, select 7z and enter a password that meets OBU requirements (min. 8 characters,
mixture of upper and lower case characters, numbers and special characters).

& Keka - 7z
iz Zip Tar Gzip Bzip2

Method: Normal

Store  Fast

Split:
Password:
Repeat:
Encrypt filenames
Solid archive
Exclude Mac resource forks

Delete file(s) after compression

Archive as single files

Drag and drop one or more files you want to compress onto the Keka window and they’ll be compressed
into an encrypted 7z file with the password you provided:
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Drop here to compress

Further Questions
If you have any further queries regarding encryption or other aspects of information security please
contact the Brookes IT Services Information Management team at: info.sec@brookes.ac.uk
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